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Multiple Information Servers Are
Available For DOE Securit

e CIAC (http://ciac.linl.gov)

Bulletins
Virus Database
Security Documents

e DOE-IS (http://doe-is.linl.gov)

Security Resources
DOE Developed Resources
User Needs

e DOE Secure (https://vap.linl.gov)
VAP vulnerability database
Security Contact List
Documents in process
Bill and Rose’s bad list

-1 ment of Energy
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CIAC: The Latest Computer
Protection Information

1 na ‘Wirasan

with your host namee ond [P nddress.

L

Latest Bulletins (04/20/1998):

ping D i A
" U, Daparimant of Enengy
Fea AT nz reiane Jrasarces
WARNIMGE Use of thiz sysfem cofetindes coreent i secnridy monitoring and testin

FIPT inetel Salperal [ty (1085 Revised (04/20:95)

i erahilities {T-045] Released (0420198}
BIMI ed {40998}

Sl H-Tia) Upelated {04/08:098)

B nerabilig (H=15a) Updated {068,985

rq

http://ciac.linl.gov
anonymous server
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e CIAC Bulletins
e Patch information
e Virus database
e Hoax and chain letter
iInformation

4+ e Security documents
e Security mailing lists
e Tools (SPI, NID)
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DOE-IS: Tools And Resources

Information Security

e Find information
security related tools
mmmmmmmm_umm} i fn a‘-iv-mcl iver on the Interneet whoae goal 3610 i

e Advertise and
R b T distribute resources
L L e ———————" you have developed
e ' (tools, documents,
What's New 2/25/1998 tUtO riaIS, etC )

& 1904 J I{...ag r Security Group Trammg Comberence
® Firsi v I'Iht'? rxﬁc- Rseun:h'fl.uml site

i — 1 o Tell DOE what you
need (User Needs
Management Tool)

http://doe-1s.lInl.gov
anonymous server
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Let DOE Know What You Need

ADOE User Meads Managament Tool - Microsoft Inbemet Explorar
| File' Edit “iew Go Fauomes  Heip

vz, - @ B 4@ o 4 8 o B g

Back Fomiard Shop Refazh  Home Seandh  Fewores Hison)  Channals  Fulkcreen  Mail Frink

|.-'-'|.|:l:|'n:= |[| hipd dae-r ikl govi Userteeds )OO EUedJes de.hirnl

=

DOES

Information Security

DOE User Needs Management Tool

Note: This user need management tool is for the exclusive use of the DOE and DOE
contractors. If yvou are not a part of the DOE or are not emploved by a DOE contractor, you
may look, but pleasze do not fill out these forms.

The DOE User Needs Management Tool provides information to the Depariment of Energy
concerning new tools and capabilities perceived by computer users and managers (o be
neaded in order to improve information security al DOE sites. The tool's primary intent is to
communicate ideas regarding ways to malke the task of information security easier, more
effective, and less expensive to perform.

By uging this tool, you may subrmit new user needs or you may indicate that vou need the
capability documented in an existing user need (by choosing to "Show support for an exsting,
uger need. ") You mav dizcuss potential vser needs with vour Computer Securi‘t}f Site Manager
(CSSM‘II vl.ho wﬂl be abla to amaist you i in determining whether your suggestion is unique or

E] [ [ et zone

=
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Simple, web
based form.

Give needed
feedback to
DOE about
what is
needed to
Improve
operations
and security
In the field.

Computer Incide
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DOE Secure: A Server For
Protected Resources

(We need alogo.)\V

The DOE Secure Home Page

Under Active Developimeint
This web i imder active devel opment. 11 2 page

fails, pleace try again lafer sl if aealed be
availabbe

DOE Secure Contents

DO Secure Sepver Policics agd Cperadions

The VAP Datghase
The SLOC Hiotee Page

User Acccumt Adminisiration
User Access Admimistration

Bk to DOE Secure Home
€] | | 5 [ et o

e The VAP
Vulnerability
Database

e Security Contacts
List

. e Bill and Rose’s Bad

4 List

https.//vap.linl.gov
128 bit domestic encryption
username/password

What else would you like to see here?

20th DOE CompSec Tr. Conf.
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e Draft documents for
review
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VAP Contains Vulnerabilities

And Intrusions

O/S Yulmerabllity & Assessment Protiler

W PSS l£ ,r:-nn.!.hu 15 evartdh 4 ?al.u.i nf- SHTE

Welcome to the Profiling and Vulnerability Analysis home page.
VAP Querles Available

Wilnerabilities By Operatine Sveiem

Operating Syetems Bv Vulnerability

[nbrusions By Cperabing Sysiem
Operating SBystems By Intruision
Send Information To The VAP Team

E-mail comnments or questions to: VAPH clac. org
Send new vulnerabilitvfaltack script to the Y AP team.

[Back to VAP Home], [Back to DOE Secure Home]
Forward comments and suggestions to VAD@riac org
[Dizclzimer ] TWORL-WI-1 25587

E:] ; ||E| ﬂ Interned rone

=
e Vulnerabilities
Include
Vulnerable systems
Descriptions
Bulletins
Patch information
Work arounds

e Intrusions include:
Attack scripts

Descriptions and
analysis.

20th DOE CompSec Tr. Conf.
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The User List Doubles As The
Security Contacts List

e The DOE Secure user database contains
contact information for all DOE security
officers.

e Quickly find out who to talk to at different
sites.

e Quickly generate mail, phone, and e-mail lists
for different levels of security officer (CSSOs,
CPPMs, etc.).

-1 ment of Energy
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Bill And Rose’s Bad List
Contains Attacking Sites

e Thelistis generated from the CIAC database
of current attacking sites.

e The list indicates what IP addresses that
current attacks appear* to be coming from.

e Use the list to detect for related attacks and to
block current attacks.

*Note: Inclusion on thislist does not mean that asiteis
bad, only that attacks appear to be coming from that site.
The site may be compromised or its address may be
spoofed.

-1 ment of Energy

20th DOE CompSec Tr. Conf. : i * G

Computer Incidént 8dvisory Capability
CIAC 98-085 9




Access To DOE Secure Has

Some Security Requirements

You must use a domestic version of aweb
browser that has 128 bit SSL encryption.

You must have a username and password on
the system.

Cookies must be enabled.

You must quit your browser after using the
site to delete the saved username and
password.

You must set your browser to not cache to
disk any of the encrypted pages (IE) or empty
the disk cache before quitting (Netscape).

.5, Deparment of Enengy

20th DOE CompSec Tr. Conf. Computer Incidént Adwisory Capability
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Account Creation Authority Is
Local

e Accounts are created by a hierarchy of
sysops to spread the work around.

e Maintaining a single account gives access to
DOE Secure, VAP, and maintains the security
contacts lists.

e Access by non-DOE individuals will be on a
case by case basis.

DOEHQ  DOE AreaOffices Sites
CPPC CPPM
PM
> " CSOM " cssm T UserS

-1 ment of Energy
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Account Creation Is Sim

| Is Simple______

e Get a signed user statement (on the home
page).

e Put the name, username, and password on
the web based form.

The new user can then connect and add or update the
contact information (phone, address, e-mail, etc.).

e Give the user access to any needed services
(VAP) by checking boxes.

20th DOE CompSec Tr. Conf.
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VAP Access Requires A Second
—>tep ..

e Thereis a second user statement for VAP
access dealing with protection of the VAP
data.

e An account authorizer can then give access
to the vulnerabilities or to the vulnerabilities
and attack scripts.

Access to vulnerability information, including patches
and workarounds should be available to most DOE
security officers.

Access to attack scripts should be reserved for those
who need to know how a breakin occurs.

20th DOE CompSec Tr. Conf.
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Use These Resources To Make
Your Life Easier

e Encourage all people at your sites to use the
CIAC and DOE-IS public servers.
Up-to-date security bulletins.

Use the User Needs page to get needs and good ideas to
the people who can do something about it.

Get credit for your tools and reports by putting them on
DOE-IS.

e Give your computer security managers
access to DOE Secure.
VAP
Contacts lists.

Any ideas for a DOE Secure |0go??? . »4

20th DOE CompsSec Tr. Conf. Computer Incidént 8dvisory Capability
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